


Institutional Archive of the Naval Postgraduate School 





Calhoun: The NPS Institutional Archive 


DSpace Repository 


Theses and Dissertations 


1988-03 


1. Thesis and Dissertation Collection, all items 


Design of Defense Data Network for the 
Republic of Korea military 


Lee, Kyoo Won. 


Monterey, California. Naval Postgraduate School 


http://ndl.handle.net/10945/23166 


Copyright is reserved by the copyright owner 


Downloaded from NPS Archive: Calhoun 


atthe | DUDLEY 


WN] | ciseaRy 


http://www.nps.edu/library 





Calhoun is the Naval Postgraduate School's public access digital repository for 

research materials and institutional publications created by the NPS community. 

Calhoun is named for Professor of Mathematics Guy K. Calhoun, NPS's first 
appointed — and published — scholarly author. 


Dudley Knox Library / Naval Postgraduate School 
411 Dyer Road / 1 University Circle 
Monterey, California USA 93943 
























































































































































































































































































































































. @ ’ Lo i te! la t= i] aramwe % — F ma ate 7 the oh of hy eo og 28 OF Ts eT ee 
& rT "ous! -_T a bs (ay 6 oc.8 >» e fos,” 4338 pier be T) tell tse Mets Maas > are ranedt 
Bs 7 : ‘ a by 4.6 , o's As as: sel <a. shut Ad ondihader-°8 40 A 28, bee. be 5 BP PUL Me 7% 083 tte wh 
. lg +8 1 a ‘ Oran Tis Ofndrtelita oat re ee tse ih ¥ne fhbal es iselotaln Hepa tps Aaoiy ty Oi tape MLE me Cale Co ipa-tplapsteg 
ee 3D 4 a oe PUP thede  -g Jesh’ t 4 i ie y @roisdte 4/46 roy page rr ® pr plowe, 3! 
“4 i r ‘ ate Ww r) ee) tr + & #eut Ligédala*. Oit ¢ Cute Lo ae ‘Wess, sine ®- 
: ot eae? , ' aa teew Lehane ithe ik never vo fee ham, aaitan we WrRSare oanone's 
t ‘ras: ‘ 's i 7 2 ins ‘ * x lear te 4 ae 2 é UMA WR) Rimes OP Re ers seansasRr neers 
Bt “ , e ‘ TP ne Ft : Jun hae “s 2 galedaier ae: So4dels ote rues et oe 
, . : ‘ 4 a & Ate OP tee eas | ra G3 2s mT mee eT 4a Bog O:Ake ARs Amt ey ee Bota Hor. 
rp tees ‘Y¥ ihe an ee Als & . Sencasaae “BhAGO ciel ahd -a2@iOGa, 
H Aan) .¢ ‘ ' 14 ? und So } he os ae i,t “ca 02 Bi SE Ry are hry er Weert hn hte pies Rs Be Re 2 me 
¢ Ld ‘a od oe, "4; he “ wget oe iS, Va bos piAtarnc no gacerd7qi0. 4022 By say 75s snGmehe det pe: Tay etn rue has 
: a) ae ‘ en re) ' > oy 4 et Cat oe 27 sta dy ' a us Ag au8- ott hh ae RED MAY And Mee Leg 
s i) s 1 £ b- J J ve 4B 8 ie ate a4 ye MA octane poppe cae rs 
. i aes ‘ ' 1 : 4 . a4 ou teh oe PW mer y $n Ty th tly Pe yes te et we 2 8s eee Moms 
a 1h. y ‘ } a2. r wy 5 36 «figntba? ae Aap Whe tho R OD: 1 a2 As eM Ra 8eKRSOs he he eearne Lama ae 
1 ' £ a y sui aT) a 4 ere A we BoP of 
| r) Ue te s i s qos 3.8 ye ivi - 0 Botad rE rh ei: 5p, si tran easy Pm iva Phonon sasedesnanne ghee | 
$ “ow i ase ve 1" rp 1 96 aye 1, Hadash! M2 fai rT Pla ves Mas ee, a res aeae ain shoes asdcseey Qreogacd (As Raman ge 8803,Treteeeae 
: . : ay ait ‘8 4S tt beh deded ‘ 16 iF, Rw oF Ayleg Cakes SAA’ Ye ULL DOs oft pot SG AMA MD aA? Re 1hsoR Maras ong 01 0s Re Raney dais Ages 
j cy a a Ab » MEnr Me te } p= ar eee Pete yar ke aed Aste Re Kot A he ity Sa grrasese® 
L é U : o Pos e* s,t.0 8 * at RMF 6 AER Me lg SNE Masae tgp teagan shine AS TORS 198 ERAS OR OR TM r 
' ‘ "Te a ja: e) TY ae ty $ Mahe Post Se mee a CAAA sf a ha 8 Late tay fe ob 4 7 s5Ae® Reseae Seems eseeans Gas Ar tne mee 
‘ . k . es? ts 7 © JG) PE ds 4 afb Ye be BAS Faby Pay oh Teer we ee oP tee ri er TS ore anne sree A; moerte gang! 
j . . ' ' jaa! " : a veld , idle f° GI Ceian gga A a a Rtg h Hebe de o LOS FORA ANA PAS oS | Oe O90 bo He Ge & hem etme 
. ' A 4 1¢ 74 it - , hed opht we onde 9 0 AB Bnd Wake shh asap? “a de ee ie ees ee ee 4 sia toban e esd 
. e « bd wee oe 2 a isdn tA ta be ol “9, By . age ghileligns Mane, va Gat * Dichisghtaiense eee Te ee PT a de te 
3 : J U i oe y ry et oe ht t vr / af» apt Bye Peds Pim ates ges se 288m on 2 a Aas |S ongmanss hacathaae’ RRR Paromas 
ate oF 4 fe = ae 3 BP * A001 30 Nae ua Ae hehe 11% z He  penioge to Shs, mahtdd' arazes Fanmee © 0 Agi Mem 2428s eRe ees Rime ne 
if ewe ; Sa a Pie ls « a i #ho@a, oa. ke pes + BURR Sede Aap ast +a rt hiv) Sa MIRAGE LD g ha! OR Mote a Oe. AETs 2h 228 BANE © 
. . ‘ ' \ ‘oe : a Ae Re4s# @* Ay 90 08 coy 4 3 in Fitba Rs rin ah tye yee Wey 01% Ree OPA, as emcgge t 0 HoH 54 MP Reem, Anse 
39 eh = Ae aaa ag u ‘ hygee =p Sty oH UA re i: vi sect vad Btet bases sa8e hee bh die ahaa os AE Ree fants tee 
' ary s vf , ‘ : 13d eta ! 7 we "he de “ PRA % fy, We. @,ar «these beet D 00! Age -missekaeer te LS, a ld - 
1 : ‘ 7 t " ih ' oH Ct O18 “withese We hh agatne hype An} areas at Au taake Saesaicd Mpeg raped carat Mdagag ee ecetteeet emacs 
. i: '. og re Pa ey 9 a* yey Vaan ea att Gass te ap % A A A Ref *9ne Vth, Wee & 84 Bee? Fer ave da, ae Pe oe Tet eT ed ey 
or ‘4 leon é ‘ ‘wee a we 6 od see! a Udftargng UF outta Aas Ong ek © aepante Phastne tarsal” paar aeees eon anag 
_ 6 ' ¢ e 8 pA ee] cy a 2h ey Qooh a ‘ sak aA ges ee nn fe CRB LADE | Mame eg 710. Ba DVO, Nee: Bs Pee hasan gL gO? UME: 
baal ' . ; . ‘ a0, ee , et tel a ives & of weep | 4tue oe hy Om hor Ye Sear hgle has.% © ea © il bel ak, Fe ate sre a 
" ' . I Wrerar 9. ' aes Y i als We S66 eR, Day age saveg MA haa? ead” ke s ot M4 MPN RR Um, oo he Ode hie He aces som: loneetso ae sposneee tm pre 
' "y ' 18 «wr te a nn =e pezany $BUey HA Blees aay ea REA MRVANG H/o gee gf th Ame patted ae 
. . ee) tu ' ‘ oh H ORC ee a A ' eas eaeh ¥ 4g ° inetd 0d ri ea iar aie Bm O Pa der ae ae pooh ap Tt sees, Sagan posal 
. : £ “@ ‘ ‘ » af | te $* ris fee rer | aston tt Assent pahont Rh he FPSARAAOG RAMS Pe on On father? FAI R9 de Fades: 
mie 5 i > . aves ewe A Bem ad APA Nga mE 6g ie ‘ % RP ha Dae. ’ AA2; 24.A9% >, MIMO Ly & Oy Tota” Meee : 
" : " ae 7 aeee wat . AD i+ OO He wre “3 aw o olor Bs te srgeseetsncarwvobes tron Pee ttathciroretees 
8 pee . ah eee 2 . ere ‘ Sass , ee | je, | >, ed ee nore. | ‘et A dtaeat tym es bas hits Aint | Rg Reeses 41h 5 
ote , a: ‘ L 4h + PH es \ ag i 8 Yin eg fp Alt ‘4 ma As We beta ® 
4 ’ . (i ' . ’ Om oti Mat ‘FN QP Rag athe mat 
' » as: Z . & P . + a) 5 1" pb Mo taa" ti eke - " - 
; ’ A e4 “the Mer 1 ta a ve x sate teh * thas "tahoe deed $id %, 
. : 1 =! 9 a I, 40 fe dekate etd fel “+e a COR Ae ttaee ed 86 beg 2 8 ke MA $A RO PEAR My eA 
4 ' i ‘ ' ‘ r F) ( tod wee Mar Woe 4 ni ORM > TNs 1.04, vie) © fob e dea msesm, 9) %e%, be, dad 
2 i at b ' 1 e's PO ee Ye &% Aa bi inde EORAD php ENS a Re FD NITE Bere te th pkgs ABT IDEs Pe ph oh 01 1E FES, Bo BoGt Wnnn ce lees tgnhse tems, 
. fair ' “8 ou agi Cee es Le ie aN ve ae a aes tae Med 4) ld AMAIA Rs ss Sd Sy, Re de RRs Wraetemya, 
: . 5 uy Cl ry . we yw 8 ew wee 88 + Rede cohee Oey tebe fe pe bt0Mg AA Be 1a tanga 4 wy, Are Ones ht S08 Bt Re te 80 bdsm coy Oe 
’ ‘ _ ye : ae ‘ * ‘ @ * ¢¢ * aomhe te eis Aw eussn. sarge gh Pace APU Ladsey Bre r) a hee WR Fada te Ne bBo Dome Os ee dhs ded 
‘ rae a , 4 Poa’ Vee) ah ge ee em. et eer, Bkiore at eg tars Seite na ™ «mon toby Oss oe 
Hf " aL! . ae ‘ { ® » + Sse Qaa' se ues” Ak oe ao gans ee Ved COV BEd, Mshpon™ B WMIRREs O0D es Oe Dy Sie Ho Ose mens 
‘ ; , f ‘ ~~ ¢ uw fs AS "OEP O94 Bas g Fe : Pev eres Ive eMate mite retnry eke Utpoorah Searume rn ogee ty 
» S 2 “4 '"-e 8 Fi ee Ce he veer mee hee Cen rs Rote preset = SCANLAN Ok BAe Re OMe wD gngm Sen sermes fA Ss 
. 3 ate ' F ’ » § Set pedy pe. 08 Ose 8 res ¢ op ema ta te sage h BSF .s skeet ainiea nA? Dirdarye, Pest Met duos yt 5 Ae 
: " Ae ® “ was 9) lw fis |  Sehe e2eF Geltet gels 0 2) UN Sage  SeMsngere AL Mte % SO NN ASE hae 2 Ay Re Peed Re hn Metag ope wewieees, ee eb Rated tena 
’ 4 ee & sa 9D “ea % ¢ 8 Fame ot 08 oe tae “HP eda tates ou perenne ge. any rae a a at Rie eee ee ee 
. a. - & ‘ ’ i Zz +: ‘ é +1 Al wsel ay) bape ® Nesta. wiagett B'e* , 8 ta ate nap hee, we ihoe SRG ee VAN L Is Us pas Rem" s Ray ee Moar ape EP 
: : . ' oa wee el Kn oS a eee oA g 12h 2S Ay, Masel OE ts eR tee wae? ata cP RomAgmnnengs.e! snsteTas mecisere S 
3 : ‘ ‘5 , Bem, 8 i | a weds apy storm: 29,8 ease afOp. &. bine we Ry DH Ye 8 L Be Me ENO IN Oe BED Rome tg ee Ss 02 Me ST io 
. tf. s - e. ® * » Fe Meee es UNM MLas age Dd Masten shay at TONITE NG MP RD, ob a9 Wy Carnas ty Wt masene eee * 
1 aa a4 tgs oe ‘ as, >} Pe Ld "a 8 Pi ee ws Phe peay Are AegOddant ty Be Ghar ace at WO. % Re, Seares-9 
D Ban rae de i uh + gU ts ges: SYS 00 Garand! | pod dar g tate AGrmeds talee ap Prinensve ter ae GRASS Imag de® 0 Ama te enag terri dtnas” 
i ’ ‘ PP gk US Tees WTS 9 ? %,* ete he a> nyt ape tases Ae toms hare food ragr Ueepage’ Se ote had hi ane SNe Usaare Re Rime HAM Lip Emam A 
one 5 1 ain ‘4 eu a ees ‘ wwA * etary, % be PRY Tae wierd 4 Rowe ped aets seeueaae Pra Menpeeeqepeds: o mth ahs mm tees care” 
é . U ’ a! \ . Ce hk ae | F ; Ce re | i ee, coe eeee Baten he pcs ‘s we % wipe Sede Lamgns Panes | 
‘ ' ’ ‘ | £ » ’ ieee | Fe* gabe Tee yt Bay ah suaie 4 ergs Pahese evant +>: “Agie pretge sng ae, Oe ote 
: ' ' .. 7 see ue > ston fo eJe™ Hider, 8 84% VES PE ir on ae tinge 
. . or, ' ‘ é ' a eit . he ote fenee ‘ty Th vanes 
. ’ ® 1 ev . ' at a ar ft oy ot ee 4a mf 4y a Gera 2 ei” NM ake : ad ‘4 : 
at 1 = C P ~ ts s - Van.t 1 4 aa y * é gle fy ‘ sages A rity a Fale 
' . 2 U b] rt ta 0 0.) A aoe © heh, het hs ts bdo SF 46g Mae, Eee Bde Rw 
u e 7 ' P a PF) e A. FE saAta¢’ “tert ae f ate 140 (ber sey ie ate 3 i ee bee 
' ’ ave ‘ “ Cet ‘ " ee) ba tobe srt debe mes Rsk De 2 af %, Bis! 
6 ’ . ' ' ' ’ . »* y 1 sae? Cede gf ue Cate: dL» x a ™ Bgl ie aen “ag ts Times can de | id oc Mpomes es ad be ete fre 
7 ' Wie r Fae e Faw We GT Listy oiey 44 eee Par ae of ‘ Co e©,0,'s O29 Behn” FQOlsA, Be pm sare. fegechs Serene rece ae 
"1 id ‘ bd as » tote 4) gap amt ° fer vo Is as BANG Bas ae Att a erik ae or Joe md tame Oph Rms es to CRE e 
Cats . . f) .] ‘a ’ ‘ a ey Cre ee Te fe iY re Se nt yt. Uma, KUN oe m8 5 ayer pkey Boe tah 
4 i nae ' 4 gia: : 15h ‘ ot ods 4g in re. i tecpet has ATE a (acl git MA eri ms 
. . 1 ‘ ° a Pod on p tits cee es sarthe Fy Mn Pg ake, Gach mete Pept ah poses ericats Leis 
£ 4 aig ay we rin oe +e Blagss roy A tach oe afees" or xy OH Pi Lite rayprsetuet 
1 ri ‘ bs * FW 2 Gex xe? ey fe ty; e tpt eee Pyiie t ikea cH ee Mt one 7s nea te mt, Sas OSS pie 
. . / st ‘ We gates . Ne Wide Spt l se pet Arh! «rag ¢8 sf {Oleg dmhe aL, i] ach rae sande wee ee ote iby tats ro tp 
, a u © aye ’ ‘ ’ ‘ ae = pe Ae OO » VES AZAD y emia edele Geb peeps ake kw aye Tih et ‘ uate Kadhran® ghee ia See ot Daas 58 and 
A ‘ , , 7) Se pe . to * Ath D AGeE TUL. vy, MES bs one My tp Sage ik Dagan cae ew: Rats Ameen, « Avett 
" . + bo, ’ fees tf eI sates geuncere epee he Ges » vAan paps. hes et aoe are © Hp dpa cpa 
. ' i] ' 1? a 5 to! aX, ot’ Sedkr Kae Pyein 7 ot: ron Yay table ad hpat. ab Catt} pe ees ite beh Da St 
O "oO - wae Te Car 4, u cs aa at? 4 “oo ayage + sins f8 x laps Ry de re ak eae a he 
' 1 ‘ ‘ CT oR, : Aon y ELE 3A dos ged ot ted We wreg sh ort Gaiidesie Sed a solaty trates bee a Ft 
‘ ' . , ’ a) a v Sing. ity o& w cy 2: whet hf a! ° - seme atten 
‘ - a4 ‘ 14 oki . SMP ney ; A 930 Sie Fed akane ae 
- ‘ ac ¢ i Te f i *¢ Peer) ‘ + wva K et Ka Ee kk Avoetely ..& 
. Uj ‘ ’ s 8 oh’ « se 4 a> ps a Nee “ a(ust Me sri ta gas 
< . ° v . < Pe ¥ . q . % lane ' ath pA. 
= . ' Vk af a Si SAS. fr ary te 
é ° .Y F ' ' . +a : ' a Fy 2 ES 3; &44 
f 4 ate Mas ¢ é ot oft are amas paint Ate ens 
' : : ih pam at f te VStar esata Ss one *eeke a ar 
. ‘ ‘ 3 a) fo! se ' : f 7 ‘ Pe 5 bas rtarengy ale x ss taashaey chew fee Sr Ie 
. ; i) ’ ’ ¢ sts . fs, . hb pile rps Alot Se3 | af " Obit 
: ete 2 ' = eee ‘ ie easy eae a8 i - ba rae N 
e 5 F a e *y 2 SiS F 96" pes phe ee x 2 * >t! = baked 4 
. a of a ’ Fea Reid a ‘ fatpaell fe eats. ash Tee wr Cen Utbae, veogei ey ok 7s Se htetied 
‘ ‘ ’ ‘ Ly f hi nate, Bile . 6 A Nain nse y Vie, Yan uke, 
e ae oe ." ‘ ’ ‘ k . i . 4 ie 4 eye eb hele ie Tt ‘ Sots i Ep, mots 
ae Vee, ‘ " aor it "ey ads F ~ gg. gf SB Bpareste % pee beg or {OSE RRS wate frond? Remtecters 
i g, Veet Bs : : 's Watt autem et te awe Teg, Of tees Sai i hs ft IWR nese rene 
ye ’ ea é S 2 4 aa" apag Of% vty ot 9; ryt iy 7 eat le Shae waregarL Pry ae’ 
‘ ‘ J " 4 i 4 , fo Meliur, GU Vda Sp agaf 6 ‘ ri Rive Hye Geeta ba = 
" “ s - . meh Meee Fe fdas: vie Pratl heh pi tite “A 
: ei ' ; << Sak. FU A ey” sh STAT sg darks seis iy ps 
: é 5 ' r i : th; ta aa ‘. ! = tory rie “iS ans 7. panes s 
‘ . . | - > 
‘ Ct : a '‘ . é ad 
ae ’ i 
’ , P 
1 ir | ° = 
‘ 5 ‘ ‘ ' oi J 
¥ , 7. 
« . . : : ’ A, re 
t , i o = 
: ki . sr : : , sd + heeasie os ve 
‘ ie "4 e 7 $ _ . 
‘ < i ¥ , , ' 
’ a ‘ * > 
oy ' LY 
Pa of 4 ot s Fi ‘ 
« ‘ 
‘ - aes A 
‘ e . 
’ A . . ee. ' af 4 ta 
- . of ‘ e an 
. . 
’ ‘ t . 
Py . s ¢ ' ' ‘ i ' 
ty A 
« ' . ry t, ‘ rT é ' va, , 
, 4 4 at ’ , ’ a Aber 
ve y ‘ ps ’ pet 
' ' Lt) . gt See 
° . . e . ' 
. ° 
« ’ . U - Fs . 
' . * 1 . ' . ' 
‘ 1 ’ Ou 4 “ Pa ” 
’ ‘ ‘ 
. a fh 4 
¢ . * o,f ¢ a “4 gis a 
5 ry £ See ‘ er ¢ e te, Lage 
= ae Boe ae mL aR REL 
' ‘ ’ U | Pa . lt 4 
. : 4 = ra a t¢ pet. tAzs. ta 
. _ ; ss. 8 Val sy \ 
. > e ® ® @ 4 ‘ a ‘ le Any tee: 
' ' ‘ ¥ » ' a Sit ee ¢ 1 
’ a 1 ¥ ’ © ter os eps A 
‘ ry wag > ee a Cae 
; k t ' i . sf ar nie be 
a UF ? o1 . w Ae we Sa ot 
. a ‘a ’ 1-8 ‘ A Sar) ' . A eats j gd x : 
‘ ‘ . “ 1¢ Ser 3 ty . 4 OP at ad gt 
‘ ' . é U . Py | te a . “oh, : wets Ae qo 6g 
‘ re? « of a ' "@ at no ie oe 
’ 4 ' pou 4 ‘ a ogy ype 
. t beater ' "6 mq ue 4 ptpore 
. « He ‘ . . we . ' P eed ’ aad . wv 
’ ‘ iss ‘ eo! i. Pa ' ® « f £ o 1 Fz 
. ie ‘oc ir et ee ero, ‘ ” TG $5 
’ ’ . ’ Par) ’ 1 « se ' D > 
e . ’ ">. ‘ L ry 6 ’ . * J oe 
' ' id m4 wh rd > 
: é ry ry ' i ‘ a . + ‘ - 1 ? i | 
‘ ‘ . ny ' 4 ts 4 ane es Hf . r “v8, 
. ' . ow e ¢ ' ‘ a ' ie 
‘ ‘ é a ae . ine ie 6 . e 
‘ r ve tebe i * ‘ ' =e 50 ‘ a A ry . ak 
. . i oe | 5 ' gee ‘ . 4a . “ . v Senegt aon Send ant ated Peat POP ees 
” oe ‘ ' ' ' ¢ 43,F Bs (eer Oa. *) 6 re ee es — . oy ce tem QO o9 ween: ae? ngssta ¢ pase “re Seat ilaaie pete Pe 
. A vw, . as » ee, 1 y Fw le oe, ‘sine s “uae Pt ened oh Pe BOM TR Pe gee ae 
' ' can) ry e at an rr 2 ' eet aL 2e0 ae ‘ vile ' ' bAyit oh» otage Re mgd , 4 hi Pep ie 
‘ , ' 7 4 Oc wr fa r) v on Le vr ae fa 1 gags tf yeake wurhrly a” yvigres lor woqeiecnnt pa oe yA pty ys eT a 
. . ' re . Ly ® . - we@gavlia a " ae ’ Po a . soe on bee 4 Aye ert a o> ate Ky ry ‘ mpm Anke tf rwtckuciasenk: ‘ee cee wpe en ree yeas oe aie 8 
a ’ . ' ods Py = . et ry mee gy * a =e tr ot ted ieee Pe bo rar ety fe pieteestat petal ee fae Sr) A eptbnar” HO OE oe 
7 . ‘ ' Ceeer ar) . '‘ ' . e ¥, ti ie eG at ets® vi ree eee appre edatad ay? 91S Ricvenet See 8 
’ ‘ i ; “ey one tit ' . re 6 48 aa ee a Ane a we on, Me He aes nid 026 wher, ee ered 
‘ ie ‘ nae ero. ° 4 Hoes ot ou ’ re art 30 ate sang ee Pas ° ere) vy ead le Prewtye ° § pres pegs 
‘ a ar 4 ' he. os f Pest wisest | Sige ty 9 1 neni a fare ot wa 0 + ep etgh: . 
‘ ' ’ , ¥ ’ o*m@: a iy # r : +. ; 2, byt Vane ts Rican) a F Ra be Peigiee es, pm per eed pd ve vw mph se eta et ary ’ 
= ‘ 6 ‘ ry ‘ Pi , 4 90a tomy - hs sapere cgsoe he Meow oe af ies caignaen es vt ce 
* . 4 ' ‘2 an) + fe « ‘ eyqne ae eer rarest Eat a) a te o8 ee Lf beth od ccs a Tk ancien 4 
« . ° ’ ’ ¢ . ' & dh rtery tame aor fou _ Pibiaee: + og pm oF Bea ieee er rs 
w ' Pa ‘ ’ ‘ \ ’ es am, Ye ae haciejuar? - 6 Wy! perk tence pov Cie far tpfaen | eh Miaiee sore et 5% 
{ . ' ' . 4 ‘4 ’ 7 eo 4 ’ Pay ’ gen rete + ge atay 9 cok pet wt ee 0 Aghrme on ppt Pratt. <, oe 
/ i - 7 ‘ 0 1 ry ¥ 2 oe jee Ye poe Aree st gy are sta eaten rise Aer Gene fone Saale) 
' \ , " oe Pei aed aren os whe tg wel my ae a peti 6 Lpabagerr ime 
' eu an aete a "rae eaieert san Me 0g ee Oe 1 es TO Oe ot tab wena at 
‘ ' . ° » re WA gach oa gates arias! Peoth Riot ak alse al ok aahéns Eira 
. 5 .? 6 ea ‘ sto oe ew gy tet a fpmere ee OS Pete Powe atee pecs A Ory a sei pret ap 
5 ch Gl : ’ 5 98 5 avteganl diayAtoutap vate ne Abewe etateabgen’ cae 9h up apr ght Sec rapchise 
> ' ' oN Pp eae " ae: » ' nts wma i ee ee 3 ate 2 QUE eet prawn platpag taete med | Aige att ceeds por” weoreeahon ewes fm oom 
’ ’ Re , © me ' es & ws > ee gt yp Mt oe Bh Ke we, oF Cas % J i fae sf Adee fey a Gt i cat eS sence? 2 Bind ooh 92 Pee Fie {ig creas wrempern tie he ee. ee 
’ ‘ Pa . ’ ee . ‘ fae . ; 1 36 “paene Pe. | “ale 6: of ¢ ~ 8 | “Hine Sears oe ee Fiat 80d eee Pury 0 ree ge} emaiee frre wae par fo ee 
na a oe ' . ‘ qe. 1 * gre Pi eye. : ye Ye 8°) o prem at tal ge Wego! etd earners ph ar et Oi FN ars pe wn pom oF geet Lape speak as gee Ae ID eae mone eh 
» J , - - 4 “4 Li ; oe Pal et or ' eat es Swe an Ce ade a ed bie atubpess svnyeunee eg ew F oke- +0 F-arn® wires late La ge colt Se laeeponge tier ar 
‘ ’ rofd ’ ‘ {aa ard Pes s ee 1 t & Bey & 4 ate Maly roytwe © ude toreerasw le a) Aeon Ge paa yep a ore “hed b ad ty a 
1 . ’ & a o feo. 1 « oon ' - © ay Acie eae pha ony »6 9 Oo Tehop Gin oi * “sl Taye eye Orme Pape RO $8 oo a Oe Gr we Pas Pe at Oe, 
1 vos ” ' o ' es «a ’ i t Ber gh ote hte ats wate” tbat ew as ye &. @ ON orig washes 2 Ry Ee a0 me 9h or sehrewen yin” rapt ele ate eve Ae wo” dee ge Gas 
7 é a * ste & eta + a fe ee | ACE Ti da . ‘ om fy ot ey of t stete. peee fte rene oe onan ip tu og Proswisverubuep HN aetna estar. g Ol le deel lh ee tad lew a ree wh eo) 
. - is MRC ate . ’ e We Sa oye. 4 oM + Ome me os Hy UTA yey ete ye pews ie or eae PR agg wet eect ene yore ashen 
os ‘ as a men Tao te 6 a Ts a" @¢ Pe re . on vf = dag ee rs B .atte ahs ry stores. SG ea oF on gOS Be gta et a lew eh aaa CWS amen 
' ; a 0 Ome @erane 8% 8 8 Mleshe wey eh He ow Me it pee ral uth we awl onsen euie P peabarelenere eae) Ap ioe Gigh it irs sa gy \ an oinaptint 
‘ ; vo pee ‘« £ ose te “ ardenty omg 8 Pe nL ee “es, FT 4 pad ger see Oem iit, See TATe RVOESs FOYT 6D sage tee Rhmniy® FREE He AAPL. AS 
+ ? ae MH a: & 2 ts 2 e .” a) One se 26 ERT ENE we ret weed Oot ate iene yh aang el et re eo le and a 9800p rea OiKio anaira = age Yes 
. é 2 vanre ‘ we 1” ony iy GOlge cate xo PAGO oe DIP G6 Pe OWE OF ey Tl ONE O° Dg Fier e Toners dt, seaenere* 
é ‘ , me Be Ae Fe ety Oe EE intel A tats cE AY | 6.50. H 100. CLO hy - a Pipecaniae wf Yirviy VE PP Re a ee gAe 2 pal a om genre 
‘ ‘ ; : < z ‘ ~ ase we Oy ade Be veg ds wer ge Pore Le ah « 8 oe re we ee, on eon Ded nrbate lad Dinettes Tar 2am Sphere as epg emer | 
, au 1 58. FS Byte o * tee Oy Stded yan we Abts <4 or, bpeetet - #0468 tyme of tee” eh, Das tad all il oli alliance ante eal 
. . s an OO et alt oh) Ty wet cee bh mgd brie o- abide Sobre come = pte yee Pp REES Na: agro eg hears toee eRerD—ie | dead dak diate dns atiieabala 
2 ames . e o yee 2 Be “ ss re A ye ea - eee FAP tenet gress A GORE ES OP RE PF EE Pe EE PUTO dA Gt RV 
oe ‘oe de 7 Cg gp chip re Bw ap? Be phy $i WG Fey «ines Sie 9 iT ae eg RTT Bae AF ROL ANIM FO" NF ESTES OOAOVE 8 -OE ped Oe BEET Ie 
' e + Pe ee us ot “or “x Oras fe Als ed 2 live 2} ew ihe ea ONS CAP 2 Ge wlamuNe re wo plea silt pl ne ao de Deel ad Brianne tar, |o8¢ 
: OY Orme al vou is re ms eat nt Pip ats atte ee et re ta ed igecberteebinirta Lauda dabnak dal cedbal.rehedaiatihabatl cotati 
¢ t ‘a! fey Me. tte 107 ge 62 phe eels! haem yore Sok i de eel a tah aa wr ae ae 0 0 
’ ' ove B80 6 fae oy roy ) She vm el. 7 ¢, Fee er YE Pate Lettie ak Gd rete ene en Lb tet een Spats 7 i bsindinented es 
: a ; See ye wr whe ee atte’ Prd evn 0 pegs cate paren as ¢-vare FO 20 Ak OO GP GAT WOOD are Tany news hay ee warienwat er walencetar 
U 5.0 " Rat 224 << prey raat (Catt aes SAN EG Og PLE AE IN OT ERAS Cae 
. Weytets tw art at? het ane prewwee 
' . ws Be ate ft 6 9 of ote 1 Syey One that +4 ee Rea) ton he te htt Sven Tieoke- knneacueen 
L ed ry er Le ee es ee ee oF » homes even otgn gt ae ea 
« ‘ v4 " See st 5 oh pu btawe ne ee ete Dee da Sees 
a , ; a ie ® yrige Ce mene Aw ae ew ee 
fo 0 tide, oopraty? ey ‘ibis so abatatg Voce oh rove purceagnenasprecsr= ears see 
. . Be BE ey DR ~ wy Ober y wave ee at Ki Bel erin re TD 
‘ ‘ = ead) 20H prog terns? ye ete Pde ors wratam pes tery: A Sobereios + berwcareenarte> 
, arwre h 2e oy eo mtet SF DRT eG! PTI Y pe Pe Pe 
foo ‘ Whe wth weyewe sere Sree sngtas gtancl Geauga 
f s8 Fi Sri AR lt ge gtave eet carl ee eee 
. at PA tru 
. . SPV awe rae eens 8 we AT 
. » Fou} 
We 2a° ah “UPA e hae ow" 
oe AA etre * ® ye amie "4 oper eeiaien, 
- we te Cer 8 p 8g fh! posh, Ge 
a eee . ae owt 6 w Tee atyse 9 a 
. © 8 og RW NLM PROT ot o' eed Hr? 
“yy @ sep el Feeray #4 Ona seq? see 
‘ ‘ Co eee) 
: nee a We Te: o> pew wus, mer 7 ne Papi 
M ‘ 2 ' See er ge ah OOS? 8 oy wt ob GL 
' U é $243 5° at yerviete: We cerere yh eS 
. ‘ ; ie . Oy yoRen y if ABS a errs 
¥ 4 ey v co. * ¥ a hd poe tert egarea™ t* «9% & ye Pores 
1 op ome ae Pa “¥ a bi i + 
Es ; ve ig'e a CW eet nan o. se" ' 4 yenes a att an) ~ a ta Na a is ee Des Je ksh aa 
: . ~ ' vo ee . = i oh Eee: ae piiry (ices en wen eeaurLies pe an Sete Sexe tose ela pact: 
= oe “ oT) 4s pete top Gat, ey ggg tyre" ee bie lg -yte' sqensa ba re 
5 acts 0 Ob SM fg | *y° yi pins gt e er acne ty ones ytucsyrnt« Hpi oll Setntes see rani "DOG wl gee A ae Oe ah ene gat)» er aeee wee 
eS Gite tS e Fo Fee eV eR le, Or fame COU) Gah OTK TaN ER eget ctstarnn 2 geten reteset 
. « ’ > re 0 cheng eee Wr eds oh Yh a ityracnsy oy Pye aot hare to pob heat: br yiivny Laegeng Week Pe ae ae eee ee 
‘ ut gargs ° Sddhd 4 Witt) , vise a oe ap Se orp Tees Karst POS a Gwe Oy Vth e sot em 
: , emo ite, + pete tS Le a rah 9 a4 Us us si ba aD ae rhs ter a: pai ed oke peta 
cumeyet oie fae ar 1 17¢°anr i takes Pe PUB EE gay rH HES te Ap etyeiger TAS? BIG Tw BEE eMEtee OIe be 
, > vj taggd See 8 oe grees Ae Caterers Ae  ewimc pans 1599 Mt pt Pe GSR ee et neh SOP Ha chicago eal 
' » 4 Daye ee. 5d 9 LEM AERO! te esau: > apte, Freel lecaprsuse evr 6 @ Ae be letereaa Te rier tt ge alate 
i eet Of AM a shame, ane | ovtTeyt PALS or gerrrynereey 1g eee ec atiny 
aoe fet AS ep zeny WO gown ePO WEN eS gs satay 102 faerderane ss voy 
¢ : , oie eh er Paine 1298 pa Bey wap A Se! aereser roe : 
7 : dah Rote Mea UE pee a prea pace a vette “i Pe nwas terest Ne, her 
t ,* rrpe "gr edatoen gals — ca Sa Ptont a werere pease ated Ar 
‘ ‘ a, i Caite mente eweyy ay es Popere tes a ate ga a nal 
4 Om , wad V9 sh SH eye rie ay a he 1 Shermoty: ne eaters 
a « i ane hi meme ts et Bs SoC TRY as ahd Pal te mp lae rgd pate vee werne gy? wen 
{ ’ * SP tarpenicn ¢ wen stcilags 14 9 Grae! vik me SL eee Me Y0h Be cat eye there ir 





oon oF " ab 450.98 “PRP VTET Soa eer heea "ment et oo Shae dekh A br ahaa par orgie Ngee ae dl Ss twine eres 


Ce8en ate ft. enthuse ow td 8 ote at- 4ve0 ds 














NAVAL POSTGRADUATE SCHOOL 
Monterey , California 








— 


SS 


DESIG We OE GeE NSE DATA NETWORK FOR THE 
NEwe DielC OP KOREA MILITARY 


by 
Pee wis VOC On 
408 


March 1988 


Thesis Advisor een te eind 





Approved for public release; distribution is unlimited, 





Unclassified 


security classinication of this page 








REPORT DOCUMENTATION PAGE 


1a Report Security Classification Unclassified 16 Restrictisxe \larkings 


da Security Classincation Authority 3 Distribution Availability of Report 






Approved for public release: distnbution is unlimited. 


4 Performins Organization Report Number(s) S Monitoring Orgamzation Report Number(s) 


2% Peclassification Downgrading Scnedule 


oa Name of Pertorminz Organization 
Naval Postgraduate School 
oc Address (cin. State, and ZIP code} 





ob Office Symbol va Name of Monitoring Organizauon 
(if appiicable) 62 Naval Postyraduate School 


Tb Address (city. stare. and ZIP code) 
Monterey. CA 93943-5000 





\Mfonterev. CA 93943-5000 


Sa Name of Funaing Sponsoring Organizauon Sb Office Symbol 9 Procurement Instrument Idenufication Number 
(if arpticatle) 


Sc Address (cig, Siate, and ZIP code) 10 Source h10 Source of Funding Numbers si‘ ié;O;O;C*zr Funding Numbers 


11 Title (include security ciassification) DESIGN OF DEFENSE DATA NETWORK FOR THE TG OF KOREA 
MILITARY (Unelassified) 


12 Personal Author(s) 
Lee, Kvoo Won | 








}13a Type of Report 136 Time Covered 14 Date of Report (year, month, day) IlyePage Count 
| Master's Thesis From To 1988 March 75 | 


16 Supplementary Notation The views expressed in this thesis are those of the author and do not retlect the official policy or po- 





mom onthe Department of Defense or the U.S. Government. 


}i7Cosan Codes ssid 18 Subject Terms (continue on reverse if necessary and identify by block numoer) 
Data Communications, Detense Data Network 


i. 7 
_ ST 
19 \Ostract (continue on reverse yy necessary and identyy bv block number) 
This thesis provides the concepts for the construction of an integrated computer communications network. as would be 
jappropnate for the Republic of Korea (ROK) Defense Data Network (DDN). The current ROK military communi- 
Cations system and its problems are discussed, along with the requirements of the ROK Armed Forces. The basic concerts 
of data communications and the Umted States DDN are also analyzed. Through synthesis of these concepts, the goals 
of the required system and a proposed ROK DDN model are provided. 





20 Distribution Availability of Abstract 21 Abstract Security Classification 
unclassified unlimited LC) same as report CL) DTIC users eensussuleds 


DD FORNMI 1473.84 MAR 83 APR edition may be used until exhausted security ciassification of this paze 


All other editions are obsolete 


Unclassitied 


Approved for public release: distribution ts unlimited. 
Design of Defense Data Network for the Republic of Korea Militarv 
by 
Lee, Kvoo Won 
Captain, Republic of Korea Army 


B.S., Korea Military Academy, 1984 


Submitted in partial fulfillment of the 
requirements for the degree of 


MASTER OF SCIENCE IN TELECOMMUNICATIONS Sis aaa 
NUN AGE NTE I 


from the 


NAVAL POSTGRADUATE SCHOOL 
March 1988 


ABSTRACT 


This thesis provides the concepts for the construction 
of an integrated computer communications network, as would 
be appropriate for the Republic of Korea (ROK) Defense Data 
Network (DDN). The current ROK military communications sys- 
tem and its problems are discussed, along with the require- 
ments of the ROK Armed Forces. The basic concepts of data 
communications and the United States DDN are also analyzed. 
Through synthesis of these concepts, the goals of the 


required system and a proposed ROKM DDN model are provided. 
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I. INTRODUCTION 


A. BACKGROUND 

The need for data communications has grown greatly in 
recent years. Computer and communications technology has 
also advanced rapidly. Communications systems play an impor- 
tant role in national defense, which is essential to all the 
countries in the world, including Korea. 

The peninsula known as Korea was divided into two parts 
after World War II. These are the Republic of Korea (ROK) 
and North Korea. North Korea iS very aggressive and has 
powerful military forces. In order to defend itself, ROK 
also has large Armed Forces--Army, Navy, and Air Force. 

Each of the ROK Armed Forces presently has its own 
communications system, and operates it separately. However, 
it 1s critical that data and information be exchanged 
rapidly and accurately among all of the Armed Forces. An 
integrated communications system is needed greatly. 

B. PURPOSE 

As stated before, although the various Forces of the ROK 
Military (ROKM) have communications systems, there are no 
connections among these systems. The military urgently 
needs an integrated communications system, and a means to 
operate it efficiently. Consequently, the purpose of this 
thesis is to provide a strategy for the design and 
implementation of a ROKM integrated data communications 


system. 


C. SCOPE 

This thesis will identify and develop the specific 
design issues associated with a data communications network. 
It will also discuss the system analysis and requirements 
for the construction of a ROKM DDN. Since the goal is to 
design an efficient ROKM DDN, the current ROKM communi- 
cations system problems and requirements will be analyzed. 
Data communications principles will be provided, and the 
United States (US) DDN will be described as a possible model 
for the ROKM DDN. 

D. ORGANIZATION 

This report contains six main chapters followed by a 
conclusions chapter. Chapter I provides a brief intro- 
duction, defining the research objective and its associated 
scope of effort, and outlines the organization of this 
thesis. Chapter II provides an introduction to ROKM communi- 
cations system. Its problems and requirements are also 
discussed in this chapter. In Chapter III, the current 
aspects of US DDN are discussed. The basic concepts of data 
communications are discussed in Chapter IV. 

The requirements of the ROKM communications’ systen, 
which were discussed in Chapter II, and the ROKM DDN objec- 
tives and goals are developed in Chapter V. Chapter VI is 
devoted to the design of ROKM DDN model. In this chapter, 
the goals of the ROKM communications system will be applied 
to the model, along with strengths of the US DDN. The paper 
concludes with Chapter VII, where the summary of this 


2 


thesis and the implementation strategy for a ROKM integrated 


data communications system will be provided. 


II. THE ROKM COMMUNICATIONS SYSTEM 


A. BACKGROUND 

During the Korean War (1950-1953), the ROKM became very 
large. Moreover, the ROK needed even bigger and stronger 
Armed Forces after that war, in order to defend itself. As a 
result, the ROK has big and powerful Armed Forces, even 
though it is a relatively small country. 

Under the Department of Defense (DOD), there are three 
Military headquarters--Army, Navy, and Air Force. The 
relationships among these are shown in Figure 2.1. In 
general, the organization of the DOD and the three services 


is patterned closely after the US military system. 


Navy HQ 





Figure 2.1 Structure of the ROKM 
B. PRESENT ROKM COMMUNICATIONS SYSTEM 
From the beginning of ROKM history, there have been no 
common communications channels among the Armed Forces. Each 
has developed its own communications system separately. 
Therefore, it is very difficult for a military unit to 


communicate with another Armed Force subunit. 


ROKM has’ no data communications network like the well- 
developed US DDN. Communications takes place using tele- 
phones, radios, messengers, etc. Because the ROKM realizes 
that a common data communications network iS necessary, it 
is trying to improve its communications system. For in- 
stance, by 1985 a computer system was assigned to each Army 
division headquarters. However, these systems use existing 
communications channels, and the communications software has 
not been developed enough. Moreover, only a few military 
users can operate these freely. As a result, computer oper- 
ations are being performed very inefficiently. 

C. PROBLEMS AND REQUIREMENTS 

In addition to the problems listed above, other factors 
complicate the ROKM communications situations. These include 
the following. 

* In contrast to the tactical communications system, the 
strategic data communications system has not _ been 


developed. 


* Although the communications equipment is well-developed, 
the overall communications system has not kept pace. 


* In time of need, the current communications system can- 
not handle the demand quickly and efficiently. 


* Even in peace time, the need for information exchange 
among each of the Armed Forces has been growing greatly. 


To make things worse, the ROKM communications system 
must cope with technical, economic, and geographical diffi- 
culties during development, such as the following. 

* In contrast to the civilian sector, the military lags 


behind in communications systems and communications 
technology. 


* Military manpower for operating the systems and equip- 
ment is scarce. 


* The budget is limited, but the cost of developing 
communications systems is very high. 


* Since the ROK has a very large mountainous’ region 
(almost 70% of the land), the construction and main- 
tenance of a communications network are very difficult. 
In sum, considering all of the problems, the most 

serious one is that each of the Armed Forces has developed 
its own communications system, and there are no connections 
among them. 

The existing communications problems of the ROKM must be 
considered, if a new communications network is to be 
successful. Thus, the design of a good data communications 
system model for the ROKM should meet the following 
requirements: 

* efficiency 

* cost-effectiveness 

* reliability 

* security 

* survivability 

* flexibility 


These items will be developed fully in Chapter V. 


Iii. THE UNITED STATES DEFENSE DATA NETWORK 


A. HISTORY 

In United States, the DDN 1s a large military common- 
user data communications internetwork. It is designed to 
Support military operations and intelligence systems as well 
as general purpose automated data processing (ADP) systems 
and data networks having long-haul data communications 
requirements. The US DDN is made up of several networks. 
These networks have compatible hardware and software which 
lets them communicate with each other. 

In September 1981, the Defense Communications Agency 
(DCA) initiated a study to assess the capabilities of the 
existing military Automatic Digital Network (AUTODIN II) and 
to evaluate a plan for an alternate system that could be 
used in its stead. Two separate design teams were establish- 
ed: (1) to develop the most survivable AUTODIN II systen, 
and (2) to develop an alternate system based on ARPANET 
technology [Ref. 1]. 

The DCA and the Defense Science Board evaluated and 
compared the plans, concluding that the plan to employ 
ARPANET technology was more attractive to the government 
than the one to employ AUTODIN II technology. Thus, in 
April 1982, the DOD terminated the AUTODIN II program and 
| directed that the DDN, based upon ARPANET technology, be 


implemented as the DOD common-user data communications 


network. On the basis of the DDN decision, guidance from 

the office of the Secretary of Defense stated: 
All DOD ADP systems and data networks requiring data com- 
munications services will be provided long-haul and area 
communications, interconnectivity, and the capability for 
interoperability oy the DDN. Existing systems, systems 
being expanded and upgraded, and new ADP systems or data 
networks will become DDN subscribers [Ref. 1]. 

The ARPANET had been developed by the Defense Advanced 
Research Projects Agency (DARPA) in the 1970s. It was a 
purely experimental network, intended to provide efficient 
communications between heterogeneous computers so _ that 
hardware, software, and data resources could be shared 
conveniently and economically by a wide community of users. 
The experiment was successful, and today many data networks 
are modeled after the ARPANET. In September 1984, the 
original ARPANET was split into two separate unclassified 
networks. These are a military research and development 
network (ARPANET) and a military operational communications 
network (MILNET). 

The DDN has evolved from its initial configuration (in 
1982) to a mature configuration in four stages [Ref. 1]: 


Stage I >: Initial configuration was completed. 


Stage II : Interfaces for terminals and additional hosts 
became available. 


Stage III : The autonomous subnetworks were combined into 
a Single, integrated network. 


Stage IV : The network 1s now fully configured, with 
expansion continuing. 


The evolution of the US DON is depicted in Appendix A 


hRe feel) 


Timi anidncontigGQuracieonmorethne DDN issthat of a multi- 
level secure communications network. Several operational 
subnetworks have been combined to form the DDN. They are: 


ARPANET Experimental Network 


MILNET Unclassified Operational Network 

DloN Ee Defense Integrated Secure Network 

SACDIN Strategic Air Command Digital Network 

SCINET Sensitive Compartmented Information Network 
MINET Movement Information Network (Serving Europe) 
WIN Worldwide Military Command and Control System 


Intercomputer Network 

The BLACKER technology, available in the late 1980s, 
will complete the DDN as a multi-level secure network. 
B. OPERATIONAL USES 

DDN is designed for continuous operation (24 hours a 
day, and seven days a week) throughout the world. The 
network can support at least 99% availability to any pair of 
"single-homed" users that want to communicate with each 
other. Enhanced availability will be possible by "dual- 
access" (two access lines to the same switching node), or by 
"dual-homing" (two access lines, one to each of two 
different switching nodes). Dual-homed users can achieve an 
avallability of 99.95%. 

The backbone network of the DDN consists of packet 
Switching nodes (PSN). Each PSN is a Bolt Beranek and Newman 
(BBN) C/30-E minicomputer. They are connected together by 


inter-switch trunks (IST). Currently there are 174 PSNs and 


300 ISTs in the backbone network. Each PSN has at least two 
IST circuits. A majority of the "ISTs run at 56,000 bicceece 
second (bps); some run at 9,600 bps. The network currently 
Supports over 2,100 minicomputer and mainframe hosts. 

Qualification testing is being implemented, for continu- 
ous and reliable operation of the DDN. There are two 
aspects of qualification testing. The first is vendor 
qualification of protocols (TCP/IP, etc). The second is sub- 
scriber system testing of the integration of the DOD 
protocols. 

Appendix B contains two typical US DDN ' subnetwork 


topology maps (MILNET and ARPANET) (Ref. 1]. 
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IV. DATA COMMUNICATIONS 


A. INTRODUCTION 
Data communications is the transfer of encoded infor- 


mation from one location to another by means of a  communi- 


cations channel. It involves three basic elements: (1) a 
sending unit (the source), (2) a transmission channel (the 
medium), and (3) a receiving unit (the destination). The 


sending and receiving units are usually computers or 
terminals. The transmission channel is commonly a telephone 
line, though data can also be transmitted in the form of 
radio waves, microwaves, or laser beams [Ref. 2]. 

Using data communications makes it possible to capture 
data at the point of origin. That is, data can be entered 
directly into the system at their source instead of being 
sent to some distant location for data entry and processing. 
A data communications network provides immediate access’ to 
information when it is needed. The advantages of using a 
data communications network are summarized in Table I 
feet. 2]. 

In this chapter, the basic concepts of data communica- 
tions will be discussed, as needed for the construction of 
an efficient ROKM DDN. 

B. COMPONENTS 

In a data communications) systen, a communications 
channel links a communications control unit to one or more 
devices on the network. The components can be divided into 
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TABLE I 
ADVANTAGES OF A DATA COMMUNICATIONS NETWORK 
* Data capture at the information source 
* Centralize control of business data 
* Rapid transmission of information 
* Support of rapid expansion (into dispersed locations) 


* Improved management control of business data by 
linking 


three main types. First, the Communications Control Unit 
(CCU) is the device controller which controls the input and 
output of data from and to the various devices in the 
network. Second, devices are the input/output hardware sys- 
tems connected to the CCU; these include a variety of 
terminals and printers. Third, communications lines or 
channels connect the CCU not only to input/output devices 
but also to intermediate devices that facilitate the trans- 
mission of data in electronic form--modems, multi-plexers, 
and concentrators. 
1. Communications Control Unit 

To make general-purpose central computers effective 
for data communications, additional hardware has’ been 
developed in the form of front end modules. These modules, 
the cCCUs, control data transmission between the central 
computer and remote devices. Importane we ceu functions 


include the following [Ref. 2]. 
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(1) Connecting up to several hundred communications lines 
to the central computer. 


(2) Adapting the main computer to a data network by 
converting the transmissions from remote sites into a 
form that the computer can accept. 

(3) Polling (or monitoring) remote devices to determine 
their status--ready to send a message or to receive 
one. 


(4) Storing and holding data intended for a device that 
is busy or temporarily out of service. 


(5) Providing data protection and accountability by 
maintaining a message log of all transmissions. 


(6) Detecting errors in message, and either correcting 
them or ordering a retransmission. 


(7) Adding communications control codes to outgoing 
transmissions and deleting them from incoming ones. 


(8) Determining which devices are to receive a trans- 
mission (one, some, or all). 


(9) Controlling the message-priority system (if the 


network has one) so that the more important trans- 
missions are processed ahead of less important ones. 


2. Input/output Devices 

In data communications, the terminal used may be any 
one of several types of input/output devices. Tele- 
typewriter terminals have a keyboard for input and can print 
hard-copy output. Video terminals have a cathode ray tube 
(CRT) screen for displaying input from the keyboard and 
output from the computer. Remote-job-entry terminals are 
"stations" consisting of a card reader, line printer, often 
some kind of storage capacity for the local user, and an 
operator console that has a CRT screen, all of which are 
connected to a control unit. Transactions terminals, such 
aS point-of-sale terminals in retail stores, are linked to a 
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controller or minicomputer in the transaction environment 
itself. Intelligent terminals have a built-in microcomputer 
that enables them to perform such functions as transaction 
editing, verification, and even data base inquiry or data 
processing [Ref. 2]. 
3. Other Devices 

The modem converts a digital signal received from a 
CCU or terminal into an analog signal that can be trans- 
mitted over a telephone line. It also converts an analog 
Signal received over a communications channel back into a 
digital signal, which is the kind that computers and termi- 
nals understand. 

The communications line is a path for the trans- 


mission of a signal between two points. There are two types 


of arrangement of lines in a network: (1) point-to-point 
configurations, in which a single terminal is linked to the 
central computer; and (2) multi-point configurations, in 


which the line to the computer is shared among several 
terminals. 

The various types of communications channels will be 
discussed in Section D of this Chapter. 

The multiplexer enables a single communications 
device to carry several combined signals. It does so by 
converting several low-speed signals to high-speed signals 


and transmitting them over a high-speed line. 
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It is cheaper to send several signals at high speed 
over a Single line than to send them at low speed over 
separate lines (or over the same line). Thus multiplexing 
uses channels more efficiently and reduces the per-message 
GOSE. 

Concentrators serve much the same basic function as 
multiplexers, but they have additional capabilities. 
Essentially, they are intelligent multiplexers. Besides 
combining (or pooling) messages, they can check for errors, 
change message codes and formats, delete extraneous 
characters, and temporarily store messages or parts of 
messages. The ability of concentrators to pool messages 
makes it possible to use the full capacity of a transmission 
line (Ref. 2}. 

C. THE OPEN SYSTEMS INTERCONNECTION MODEL 

The International Organization for Standardization (ISO) 
has worked toward standardization of network architecture. 
The goal was to provide specific standards of implementation 
for the layers and the functions of networks. The Open 
Systems Interconnection (OSI) model was developed by the ISO 
as a computer communications architecture. 

The OSI model defines seven layers or levels, con- 
secutively numbered from the physical link (layer 1) to the 
application layer (layer 7). Figure 4.1 shows the logical 


SeEructure of thes@the model fRef. 3]. 
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Figure 4.1 OSI Reference Model 
The lowest three layers (1-3) are concerned with the 
communications protocols associated with the data communi- 
cations network being used to link the two communicating. 
computers together. The upper three layers (5-7) are con- 
cerned with the protocols necessary to allow the two 
(usually) heterogeneous operating systems to interact with 
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each other. The intermediate layer (4) then masks the upper 
protocol layers from the detail workings of the lower 
network-dependent layers {Ref. 3]. Appendix C briefly de- 
fines the functions performed at each layer [{Ref. 4]. 
D. ‘TRANSMISSION MEDIA 

The transmission medium is the physical path between 
transmitter and receiver in a data transmission system. 
Transmission media can be classified as hardwire (twisted 
pair, coaxial cable, and optical fiber cable) or softwire 
(air, vacuum, and seawater). 

In this section, the most important hardwire media and 
softwire transmission techniques are discussed. 

1. Twisted Pair 

A twisted pair consists of two insulated copper 
wires arranged in a regular spiral pattern. A wire pair is 
a single communications link, anda number of these pairs 
are bundled together into a cable by wrapping them in a 
tough protective sheath. 

The twisted pair has been the most common trans- 
mission medium for both analog and digital data. It is also 
the medium of choice for a low-cost microcomputer local 
network within a building. 

The twisted pair is the easiest obtainable medium 
and has an advantage over other media in price and cost of 
installation. However, compared to other transmission media, 
twisted pair is limited in distance, bandwidth, and data 
rate capability. 


iy 


Figure 4.2 shows the attenuation of twisted pairs, 


compared with other hardwire transmission media [Ref. 4]. 


Typical optical tiber 


Tyoical taree 
a le-gauge wire pall C varial cable 


~ 
~ 
-_ 
pa 4 
—_ 
a 
i 
— 
A 
+ 
~ 
- 
— 


10 


Frequency (MfHIZ) 





Figure 4.2 Attenuation of Typical Hardwire Media 
2. Coaxial Cable 

Coaxial cable consists of two conductors like the 
twisted pair, but it is constructed differently to permit it 
to operate over a wider range of frequencies. 

Coaxial cable is the most versatile transmission 
medium. It is used in a wide variety of applications. The 
most important of these are !ong-distance telephone and 
television transmission, television distribution, local area 
networks, and short-run systen links [Ref. .4]. 

Coaxial cable 1S used to transmit both analog and 
digital signals. Long-distance systems may be either analog 
or digital. Community antenna television (CATV) 1S an 


18 


analog system, and both analog and digital techniques have 
been used for local networks. As seen in Figure 4.2, 
coaxial cable has frequency characteristics superior to 
those of twisted pair, and can therefore be used effectively 
at higher frequencies and data rates. 

3. Optical Fiber 

Optical fiber is a thin (50 to 100 micrometer), 
flexible medium capable of conducting an optical ray. 
Various glasses and plastics are used to make optical 
fibers. Fiber optic cable consists of a bundle of fibers, 
sometimes containing a steel core for stability. 

Optical fiber is used extensively for long-distance 
telecommunications and military applications. The continu- 
ing improvements in performance and decline in prices (the 
inherent advantages of optical fiber) are expected to result 
in new areas of application, such as local networks’ and 
short-haul video distribution. 

The following performance characteristics distin- 
guish optical fiber from twisted pair and coaxial cable 
(Ref. 4]. 

(1) Greater bandwidth: data rates of two giga bps over 
tens of kilometers (km) have been demonstrated, 
compared with hundreds of mega bps over about one km 
for coaxial cable and just a few mega bps over one km 
for twisted pair. 

(2) Smaller size and lighter weight: optical fibers are 
considerably smaller than coaxial cable or bundled 
twisted pair cable. 

(3) Lower attenuation: as can be seen in Figure 4.2, 
attenuation 1s significantly lower for optical fiber 


than for coaxial cable or twisted pair. 
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(4) Electromagnetic isolation : optical fiber systems are 
not affected by external electromagnetic waves. Thus 
the system is not vulnerable to interference, impulse 
noise, or crosstalk. 


(5) Greater repeater spacing : fewer repeaters mean lower 
cost and fewer sources of error. 


4. Terrestrial Microwave 

A microwave link usually consists of several 
microwave towers spaced 40 to 50 km apart. When a tower 
receives a signal, it amplifies the signal and retransmits 
it to the next tower. The most common type of microwave 
antenna is the parabolic "dish". The sending antenna is 
fixed rigidly and focuses a narrow beam to achieve line-of- 
sight transmission to the receiving antenna. 

The primary use for terrestrial microwave systems is 
in long-haul telecommunications service, as an alternative 
to coaxial cable, for transmitting television and voice. 
Microwave can support high data rates over much longer 
distances than coaxial cable. The microwave fac Tie, 
requires far fewer amplifiers or repeaters than does coaxial 
cable for the same distance, but requires line-of-sight 
transmission. 

A potential use for terrestrial microwave is 
providing digital data transmission over small regions 
(radius less than 10 km). This concept has been termed 
"local data distribution" and would provide an alternative 


to phone lines for digital networking [Ref. 4]. 
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5. Satellite Microwave 

A communications satellite is a micowave relay 
station located in a constant orbit above the earth's atmos- 
phere. It is used to link two or more ground-based micro- 
wave transmitter/receivers, known as earth stations or 
ground stations. 

The satellite receives transmissions on one fre- 
quency band (uplink), amplifies (analog transmission) or 
repeats (digital transmission) the signal, and transmits it 
on another frequency (downlink). 

For a communications satellite to function effec- 
tively, it must remain stationary with respect to its 
position over the earth. To achieve this, the satellite 
must have a period of rotation equal to the earth's period 
of rotation. 

Communications satellites are being used to handle 
telephone, telex, and television traffic over long dis- 
tances. Satellite is the optimum medium for high-usage 
international trunks and is competitive with terrestrial 
microwave and coaxial cable for many long-distance inter- 
national links [Ref. 4]. 

6. Radio 

The principal difference between radio and microwave 
is that radio is omnidirectional, while microwave is 
focused. Thus radio does not require dish-shaped antennas, 
and the antennas need not be rigidly mounted to a precise 
alignment. 
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One use of radio for digital data communications is 
called packet radio, which useS ground-based antennas to 
link multiple sites in a data transmission network [Ref. 4]. 
E. MULTIPLEXING 

Multiplexing is a technique of aggregating a number of 
low-speed signals into high-speed signals. For long-haul 
communications, a number of high-capacity coaxial, terres- 
trial microwave, and satellite microwave facilities have 
been built in various locations around the world. These 
facilities can carry large numbers of voice and data 
transmissions simultaneously, using multiplexing. 

There are three types of multiplexing techniques. The 
first, frequency-division multiplexing (FDM), is the most 
wide spread. It is used for standard radio and television 
communications. The second is’ a particular case of time- 
division multiplexing (TDM) called synchronous TDM. This is 
commonly used for multiplexing digitized voice streams. The 
third type adds complexity to synchronous TDM, and is known 
aS asynchronous TDM, statistical TDM, or intelligent TDM. 
Figure 4.3 shows the general case of FDM and TDM [Ref. 4]. 

1. Frequency-Division Multiplexing 

When the useful bandwidth of the medium exceeds the 
required bandwidth of signals to be transmitted, FDM is 
possible. A number of signals can be carried simultaneously 
if each signal 1s modulated onto a different carrier fre- 


quency, and if the carrier frequencies are sufficiently 
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Figure 4.3 FDM and TDM 
separated so that the bandwidths of the signals do not 
overlap. 
2. Synchronous Time-Division Multiplexing 

Synchronous TDM 1S possible when the achievable data 
rate (sometimes called bandwidth) of the medium exceeds the 
data rate of digital signals to be transmitted. Multiple 
digital signals or analog signals carrying digital data can 
be carried on a single transmission path by interleaving 
portions of each signal in time. The interleaving can be at 


the bit level or in blocks of bytes or larger quantities. 
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3. Asynchronous Time-Division Multiplexing 


Synchronous TDM aggregates incoming low-speed 
channels by allocating a time slot for each, in the 
composite frame of the high-speed output. So the relative 
position of the time slot inside the frame determines to 
which subchannel the information belongs. In contrast, 
asynchronous TDM differs in that a dedicated subchannel is 
not provided for each terminal. Instead, a "time derived" 
subchannel is provided by sequential, repetitive allocation 
of time slots to the host channel [Ref. 5]. 

F. POLLING 

Polling is a technique by which a shared line or a 
multipoint line controls the transmissions among the nodes 
it connects. There are two types of polling methods: roll- 
call polling and hub polling. 

1. Roll-Call Polling 

In roll-call polling, the controller or the primary 
station sendS a message to each terminal in turn, asking 
whether the station needs to transmit data. Though the poll 
1s received by all stations, each message contains the 
specific address of its intended terminal destination. Each 
station answers only its own poll. This is done by sending a 
"pnoll reject" message or the data. In the simplist case, 
the primary station polls each secondary station in a round- 
robin fashion. One problem with this method is that the 


overhead in polling each station can significantly increase 
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response times if there are a large number of terminals or 
long communication lines between then. 
2 Mc Nomigeylila Jere 

Hub polling was designed as an improvement over 
roll-call polling. With hub polling, the secondary station 
that is most remote from the primary station is polled 
first. If the remote secondary has data to transmit, it 
transmits the data to the primary, and then sends a poll to 
the next secondary in line. If the remote secondary has _ no 
data to transmit, it puts the address of its neighbor into 
the polling message. The last secondary in line sends a 
poll to the primary station, which then begins a new cycle. 
During this entire process, the primary station can be 
sending data to the secondary stations on the line labeled 


weucpuc' ian Figure 4.4, which depicts hub polling (Ref. 4]. 
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Figure 4.4 Hub Polling 
G. SWITCHING 
Three commonly used techniques of switching can be used 
to route information from one point to another. They are 
circuit switching, message switching, and packet switching. 
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l. Circuserswirtching 
Circuit switching is the o. est form of switching 
and is the method used in the public telephone network. For 
this form of switching, a complete transmission link path is 
provided from the message origination node to the desti- 
nation node. A special signal message from the originating 
node or the interface message processor (IMP) sets up this 
Special path. A response from the destination node then 
Signals an acknowledgement to begin transmission to the 
Originating node. The data is then transmitted continuously 
over the path with no furthur delay, and the path is 
dedicated to this transmission until the sender releases it 
(Ref. 6]. Circuit switching is depicted in Appendix D 
(Ref. 7]. 

Communications via circuit switching involves three 

phases, as follows [Ref. 7]. 
(1) Circuit establishment: creation of the dedicated 
physical path from source to destination; for example, 


a telephone number provides destination information 
EO ClECUlt Sswitenes. 


(2) Data transfer: all information travels along the phy- 
sical route that was set up during circuit establish- 
ment. 

(3) Circuit disconnect: all circuits are freed upon 
circuit disconnect so that they can be used for other 
eas. 


Circuit switching systems have a number of advan- 
tages, which include the following [Ref. 7]. 
(1) Simplest technique to implement in a switch. 


(2) Most cost effective switching technique for light, 
intermittent loads. 
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C35) Least delay through the network once the circuit is 
established; fast enough for interactive use. 


(4) Transparent to data, as no protocol or header format 
1s required. 


On the other hand, there are also disadvantages to 
circuit switching systems, such as the following [Ref. 7]. 
(1) Inefficient use of the network's available bandwidth, 
since the capacity of the channel is dedicated for 
the duration of the call. 
(2) Fairly large setup delay. 
2. Message Switching 

Message switching was the first type of communi- 
cations switching specifically tailored to the needs of 
computer information transfer. It is well suited to batch 
job processing and electronic mail applications. This type 
of switching is used when time is not a critical factor, 
Since transmission delays may be significant. 

This type of switching is often called store-and- 
forward switching. A message is stored in the first switch- 
ing node and then is forwarded to the next node or IMP along 
its path. Each block is received in its entirety, inspected 
for error, andthen retransmitted until it reaches’ the 
destination node. The path or route for transmission may be 
fixed or may be determined dynamically as the message 
progresses toward its destination node. Message switching 
is depicted in Appendix D [Ref. 7]. 

The advantages of message switching systems are 


(Ref. 7]: 
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(1) Line-use efficiency is much greater than with circuit 
switching systems, since messages from many devices 
will share the same node-to-node channels. 


(2) Simultaneous availability of source and destination 
is not required. 


(3) Speed and code conversion can be accomplished by the 
switches. 

(4) Network architecture is robust, since switches can 
reroute subsequent messages to avoid failed network 
components. 


(5) Message may be sent to multiple addresses simultane- 
ously. 


On the other hand, the disadvantages of message 
Switching systems are (Ref. 7]: 


(1) Messages are not switched in real time, so inter- 
active use is not possible. 


(2) Long and highly varying delays are possible. 
3." Packet Switching 

Packet switching attempts to combine the advantages 
of circuit switching with those of message switching, while 
minimizing the inherent disadvantages of both. Messages are 
transmitted a piece at a time, rather than waiting for the 
entire message as in message switching systems. Each piece 
is called a packet; packets may vary in size from implemen- 
tation to implementation. 

In a packet switching system, all messages are 
broken into standard-size packets, addressing information is 
attached, and packets are sent to the local packet switch 
for transmission to another node in the network. Packets 
are held in each packet switching nodes' buffers just long 
enough for previously-received packets to be transmitted and 
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for error control/recovery processes to be completed. Each 
node forwards the packet to the next node on its route, from 
source node to destination node. Packet switching is depict- 
ed in Appendix D [Ref. 7]. 

The advantages of packet switching systems are 
[Ref. /]: 


(1) Packet switching provides the most efficient (cost 
effective) use of a network's bandwidth. 


(2) Packet-switched networks are fast enough for inter- 
active communications usage. 


(3) Error free communications throughout the packet- 
switched network is possible, due to internal error 
checking and correction. 


(4) Speed and code conversion are possible with packet 
networks. 


There are also disadvantages to packet switching 
systems, such as the following [Ref. 7]. 


(1) There is’ slightly greater delay than with circuit- 
switched transmission. 


(2) Unlike message switching, packet switching requires 
the Simultaneous availability of source and destin- 
ation. 

Two common routing methods are used in packet 
Switching. The simplest is fixed or static routing. Static 
routing is employed in virtually all public data networks 
Since it is the easiest to implement and incurs the least 
network overhead traffic. In this method, all packets 
follow the same physical route from source to destination. 


The route is established at call setup time. Static routing 


is depicted in Appendix E [{Ref. 7}. 
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The other method is dynamic routing. Dynamic 
routing has been selected by the US DOD for the US DDN. 
With this technique, each packet may follow a different 
route from source to destination. The packets thus can be 
routed over the optimum path at any given time. Upon 
receipt of a packet, each packet switch determines the best 
path over which to route the packet next, so that it will 
arrive at its destination in the least amount of time, and 
then forwards the packet over that route. Dynamic routing 
thus provides the network with the ability to reconstitute 
itself in the event that one or many of the network 
components are damaged. Dynamic routing is depicted in 
Appendix E [Ref. 7]. 

Static and dynamic routing packet networks can be 
compared as follows [Ref. 7]. 

(1) Dynamic routing provides for a more robust network. 
Packets will reach their destinations by alternate 
means if a line or node suddenly fails. 

(2) Error detection/correction is simpler in statically- 
routed systems since correct packet sequencing is 
inherent to the system. In a dynamically routed 
network, there is a possibility of packets arriving 
out of order. The re-assembly process is complicated 
by the fact that the receiver does not know if a 
packet is missing or just delayed. 

(3) The possibility of oscillation (a packet being routed 
over the same paths over and over again) exists in a 
dynamically-routed network. 

(4) Dynamically-routed systems will provide faster trans- 
mission, since each packet will be routed over the 
quickest path at any given time. Statically-routed 


packets must traverse the same route for the entire 
duration of the call. 
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V. SYSTEM ANALYSIS 


A. INTRODUCTION 

Current ROKM communications problems and requirements 
have been enumerated in Chapter II. The US DDN and the 
basic concepts of data communications have been covered in 
Chapter III and IV, with emphasis on how these apply to the 
construction of an efficient ROKM DDN. The purpose of this 
Chapter is to discuss more specific issues that may play an 
important role in designing a ROKM DDN. 

The first section of this chapter describes’ the 
objectives of the proposed system. The second part further 
develops the current ROKM communications requirements (the 
goals of new network) which were introduced in Chapter II. 
B. ROKM DDN OBJECTIVES 

The major mission of the ROKM is to defend its country 
from the invasion of North Korea or neighboring communist 
countries. To achieve this important mission, the ROKM must 
maintain the best possible defense capability and continu- 
ously improve combat readiness. 

The first objective of ROKM DDN is to improve combat 
readiness capability. Via this system, urgent and important 
messages can be exchanged rapidly among all of the Armed 
Forces. This will contribute to good decision making and to 
interservice cooperation regarding sharing of information, 
joint operations, and supply cooperation. In addition, the 
system can be used as a general-purpose data and information 
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exchange network and as an experimental, or research 
network. 

Office automation is another objective of the ROKM DDN. 
The application of computer and communications technology 
will improve the productivity of clerical and managerial 
office work. 
C. ROKM DDN GOALS 

Goals of the ROKM DDN should be based on unmet needs and 
on the characteristics of current kinds of work that will be 
performed using the new network. Using this approach, 
several desirable goals can be identified. 

i Ei erevency 

This refers to effective resource sharing, beginning 
with data that will be commonly shared among all stations. 
Efficiency can be enhanced by easy user access to all work- 
stations. The common use of printers and other computer 
peripherals is another aspect of resource sharing. 

The speed at which data can be accessed is another 
consideration. The higher the speed, the more effective the 
network. In addition, the system must be well-organized in 
order for the user to understand and operate it easily and 
efficiently. 

2. Cost-effectiveness 

Considering the economic constraints of the mili- 
tary organization, this is probably the most critical 
factor. A good ROKM DDN must balance the need for a reli- 
able, efficient system against the cost of such a system. 
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3. Reliability 
Reliability is the probability that a system or 
component will perform its specified function under speci- 
fied conditions (Ref. 8]. High system reliability is essen- 
tial to the military network. To achieve this, an error 
detection and an error correction mechanism must be built 
into the network to reduce the number of possible errors. 
4. Security 
Security is the protection of network resources 
against unauthorized disclosure, modification, utilization, 
mestriction, or destruction [Ref. 8]. Because of this 
network's military application, levels of security should be 
built into the network. The ROKM'sS recognized sensitivity 
levels, in order of impact on the national security, are: 
* Classified 
- Top secret (TI) 
- Secret (IT) 
~- Confidential (IIT) 
* Unclassified 
Security 1S critical for a military network. If 
sensitive communications were intercepted by the enemy, it 
could be potentially damaging to the national defense. 
ee SUrVivability 
Survivability is critical to any military network, 
but especially so for the ROKM DDN. Since the Korean 
peninsula is small and North Korea's main attacking forces 
are posted very close to the ROK, sudden attack by North 
Korea 1S possible. Continuity of the network's operation 
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under conditions of attack is an important factor for the 
proposed network systen. 
6. Flexibility 
The ROKM DDN should interface with existing computer 
and communications facilities. It should also have the 
versatility to expand, at minimal cost, as necessary for the 


growth of each of the departments of the military. 
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VI. PROPOSED MODEL 


A. INTRODUCTION 

This chapter develops a specific model that may be used 
for designing a data communications network for the ROKM. 
Data communications network issues are carefully examined in 
order to provide the required levels of data communications 
capabilities and network performance. 

The first two sections of this chapter discuss’ the 
network structure and software needed in the design of the 
ROKM DDN. The following three sections develop other 
important considerations--performance, security, and surviv- 
ability. Throughout this chapter, current technology of the 
US DDN is applied to the model. 

B. ROKM DDN STRUCTURE 

A computer-communications network is an interconnection 
of several computers, or a set of terminals connected to one 
or more computers [Ref. 9]. Figure 6.1 represents a typical 
computer communications network structure (US DDN) [Ref. 1]. 
This is the proposed ROKM DDN model. 

Host mainframes can be directly connected to DDN 
backbone, which 1s composed of PSNs. This requires that all 
subscriber hosts make use of the required DDN protocols. 
Host implementation can provide full DDN networking services 
such aS establishing host-to-host, terminal-to-host, and 


host-to-terminal connections. On the other hand, connections 
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between terminals and hosts may be constrained by access 
controls and terminal type differences [Ref. 10]. 

Another method to achieve host access is through the use 
of a front-end processor. In this method, host protocols are 
implemented in the host front-end processor (HFEP) which in 
turn communicates with the host by a simpler host front-end 
protocol. The HFEP contains all of the required protocols 
to allow for full DDN networking services and connections to 
the backbone [Ref. 10]. 

In addition, there is one more method by which a user 
host may access the DDN. The device called a terminal 
emulation processor (TEP) can link a host to a backbone PSN. 
In this method, host protocols are implemented in the TEP 
which is connected to terminal ports on the host. Since the 
TEP emulates terminals, a host connected to the network 
using this approach can regard the network only as a set of 
locally attached terminals. Therefore, full networking 
services are unavailable and the TEP is not recommended 
MReOt el 0) 

Individual terminals can access the DDN in two ways: (1) 
Via a subscriber host, and (2) using a terminal access 
controller (TAC). Connection to a TAC may be established 
Via serial attachment for collocated equipment, via a 
communications circuit, or by telephone dial-in. 

The network monitoring centers (NMC) complete the DDN 
network structure. NMCs check the status, topology, and 
throughput of the network. It 1S also possible fora 
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subscriber community to establish its own monitoring 
capability. 
Appendix F depicts three DDN access devices [Ref. 7]. 
C. SOFTWARE 
Protocol is a set of conventions or rules that allows 
two end points to communicate [Ref. 11]. The DDN must enable 
interoperation of numerous makes of computers, terminals, 
and independent networks for various organizations. There- 
fore, the DDN requires that the hosts have suitable soft- 
ware, implementing the required protocols [Ref. 1]: 
(1) Transmission Control Protocol/Internet Protocol 
(TCP/IP), protocols that permit the end-to-end flow 
of data between two computer systems or between a 


host system and a TAC. 


(2) File Transfer Protocol (FTP), a protocol that enables 
files to be transferred between computer systems. 


(3) Telnet (TN), a virtual terminal protocol, to which 
traffic from different terminal types is converted, 
resulting in the use of a common virtual terminal 
format throughout the network. 


(4) Simple Mail Transfer Protocol (SMTP), a protocol used 
to transfer mail reliably and efficiently. 


(5) Gateway Protocols, protocols that enable communi- 
cations between several independent networks. 


In addition, to be interoperable, subscriber systems 
must conform not only to these protocols but must also 
possess application programs which make use of these 
Protocols {| ket!) . 

1. TCP and IP 

TCP provides reliable host-to-host transmission. 


Reliability results from (1) the use of positive 


Site 


acknowledgement to guard against lost segments, (2) check- 
summing to protect against damaged segments, (3) sequence 
numbering to protect against duplicate or out-of-order 
segments, and (4) flow control to guard against network 
congestion [Ref. 12]. 

TCP provides numerous services, such as: 

(1) Data Transfer: allows users to send or receive a 
continuous stream of data and prepares packets for 
transmission [Ref. 13]. 

(2) Reliability: provides for end-to-end acknowledgement 
of packets and the retransmission of unreceived 
packets [Ref. 14]. 

(3) Flow Control: allows the receiver to control the 
amount of data transmitted using window protocol 
(which indicates the allowed number of bytes that the 
sender may transmit) [Ref. 7]. 

(4) Multiplexing: provides a set of addresses or ports 
for each host to allow many processes within a host 
to use TCP simultaneously [Ref. 7]. 


(5) Connections: provides for a logical connection. 


(6) Precedence: user may indicate the priority of the 
transmission. 


IP supports data transmission across multiple packet 
switched networks. IP is potentially unreliable and depends 
upon TCP or other protocols to guard against lost or damaged 
data. The basic function is to fragment packets for entry 
into "small packet" networks and for reassembly of fragment- 
ed packets at the destination (Ref. 12]. 

Once access to the DDN backbone is achieved, the IP 
controls packet switching through the subnetwork. For this 
service, the physical addresses of source and destination 
are needed. 
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TCP and IP are closely related with each other in 

the protocol layering implementation process [Ref. 13]. 
2. FTP 

FTP allows file transfer from one host to another 
and provides access to file manipulation functions. To make 
this possible, a set of conventions has been agreed upon for 
file structure and DDN users will be required to utilize 
file formats that make use of this protocol (Ref. 1]. 

FTP implementations are integrated with a host's 
file management system to provide the following common 
network capabilities [Ref. 15}: 


(1) access to both source and destination file management 
systems--in effect, simultaneous log-ins; 


(2) transformation between source and destination file 
formats; 


(3) ability to direct the transfer of large volumes of 
data in the presence of potential network failures; 


(4) other file manipulation functions such as directory 
listings, appending, deleting, etc. 


3 oe aN 

TN provides for terminals attached to hosts or TACs 
to communicate with remote hosts. The network virtual 
terminal (NVT) mechanism provides this communications. The 
NVT maps the terminal characteristics into a network 
standard. At the remote host end of the connection, the 
network standard is mapped into a set of terminal character- 
istics that is recognized by that host, thus creating the 
illusion that the remotely located terminal is a locally 
attached terminal [Ref. 16]. 
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FTP commands are transferred via TN; therefore, the 
TN protocol must be implemented in all hosts for FTP to be 
me) 1260.) (Ref. 7a). 

4. SMTP 

SMTP supports efficient and reliable transfer of 
electronic mail over the DDN. Mail transmission protocols 
include standard formats for the following items [Ref. 7]: 

(1) Destination host and mailbox name. 


(2) Reverse-path, recording whom the mail is from (return 
route). 


(3) Forward-path, recording whom the mail is sent to 
(source route). 


If a server-SMTP cannot deliver mail for any reason, 
it must create an "undeliverable mail" message and send it 
to the originator of the undeliverable mail [Ref. 7]. 

5. Gateway Protocols 

Gateway protocols are used to connect other networks 
to the DDN. As more gateways are added, the complexity and 
buffering requirements are beyond the capabilities of the 
hardware and software. Therefore, homogeneous gateways 
under a single authority and control are best for maintain- 
ability and operability [{Ref. 7]. 


There are two kinds of gateway protocols, as follows 


[Ref. 7]: 

(1) Gateway-Gateway Protocol (GGP): used with IP to 
determine connectivity to networks and neighbor 
gateways. 

(2) Exterior Gateway Protocol (EGP): conveys network 
reachability information between neighboring gate- 
ways. 
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D. PERFORMANCE 
The DDN should be designed to satisfy the performance 
needs of computer system users who require data communi- 
cations services. The ROKM network equipment should be 
designed to minimize delay, detect and correct errors, 
ensure proper delivery of messages, and maximize the 
availability of network services. 
To make the DDN efficient, the following requirements 
should be met [Ref. 1]. 
(1) The network effectively serves interactive users. 
(2) Data are transmitted accurately and fast. 


(3) Data packets are delivered to their intended destina- 
tions. 


(4) Services are available when required. 

Table II presents a summary of US DDN projected perform- 
ance [{Ref. 1]. This can serve as a guideline for the ROKM 
DDN performance. 

E. SECURITY 

The ROKM DDN should provide services for its users that 
comply with DOD security policy, through cryptographic 
separation of user communities, protection from unauthorized 
denial of service, protection from unauthorized analysis of 
traffic flow, and protection from the compromise of sensi- 
tive information [Ref. 1]. 

The ROKM DDN should incorporate safeguards that are 


presently used in the US DDN, as follows (Ref. 1]: 
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TABLE II 
PROJECTED PERFORMANCE OF US DDN 


AVAILABILITY 
For Single-homed Subscribers 
For Dual-homed Subscribers 


END-TO-END DELAY 
Average: 
For High-Precedence Traffic : Seconds 
For Routine-Precedence Traffic : Seconds 
Ninety-Ninth Percentile 
For High-Precedence Traffic : Seconds 
For Routine-Precedence Traffic : Seconds 
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PROBABILITY OF UNDETECTED ERROR m1 Oe 


PROBABILITY OF MISDELIVERING PACKET .5x10 7° 





Cle links encrypt ion 

(2) end-to-end encryption 

(3) physical security at sites with packet switches 

(4) use of cryptographic authentication protocol 

(5) use of only TEMPEST-approved equipment 

Link encryption should be used on all ROKM DDN _ network 

backbone links, all access lines to classified hosts and 
TACs, and on access lines to all monitoring centers. End- 
to-end encryption should be provided by internet private 
line interface (IPLI) to safeguard classified information 
transmitted through the network. A cryptographic authenti- 
cation protocol should be used for all traffic between 
monitoring centers and packet switches to prevent unauthor- 
ized transmission of switch-control messages. Packet 
Switches should be placed in areas that are approved for 
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handling and storing data that is classified at least at the 
secret level. Network elements should be TEMPEST-approved 
to ensure that their electromagnetic eminants are minimized, 
and thus are protected from unauthorized analysis [Ref. 1]. 
Figure 6.2 summarizes all proposed safeguards for the 
ROKM DDN, needed to support security and privacy [Ref. 1]. 
F. SUVIVABILITY 
The ROKM DDN should be a highly distributed network in 
order to survive possible damage. The following network 
features should enable the DDN to continue providing service 
to subscribers even when Pes partially damaged 
[Refts. 27757]: 
(1) Much of the network equipment should be in facilities 
at least as survivable as the facilities of the 


subscribers that rely upon the equipment. 


(2) Critical equipment and circuits should be configured 
redundantly. 


(3) If the network is damaged, the quality of service 
should degrade gracefully; the network will respond 
automatically to such failures by routing traffic 
around all inoperative components. 


(4) Switching nodes should be widely dispersed over the 
system and whenever possible located away from 
targeted areas. 


(5) Dynamic adaptive routing automatically should route 
traffic around congested, damaged, or destroyed 
switches and trunk circuits, allowing the system to 
continue working over the remaining portions of the 
network. 


(6) DDN should provide precedence and preemption capa- 
bilities to ensure that critical, time sensitive data 
can get through in the event of surges in traffic 
during peace-time, or in the event of degraded 
network capabilities due to stress conditions. 
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@ Cryptographic Separation of User Communities 

@ Protection from Unauthorized Denial of Service 

@ Protection from Unauthorized Analysis of Traffic Flow 

@ Protection from the Compromise of Sensitive Information 
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(7) To facilitate system reconstitution in the event of 
extreme stress or post-attack, several mobile 
reconstitution nodes, equipped with NMC capability, 
should be positioned in the least targetable areas. 

To protect the network's transmission base further, the 
ROKM DDN should incorporate a diversified set of trans- 
mission services. These include a variety of terrestrial, 
radio based, and satellite capabilities, provided by both 
military and multiple commercial carriers. This diversity 
of transmission media reduces the network's vulnerability to 
Carrier problems, acts of sabotage, jamming and other 


electronic countermeasure (ECM) attacks, and to other 


threats to the transmission base [{Ref. 18]. 
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VII. CONCLUSIONS 


A. SUMMARY 

Because of Korean geography and political environment, 
the ROK presently has large armed forces, and may require 
even stronger Armed Forces in the future for national 
defense. An adequate communications system plays a critical 
role in national defense, and the importance of computer 
communications systems 1S growing greatly. The ROKM present- 
ly has conventional communications networks for each of the 
Armed Forces individually, but has no data communications 
network. Therefore, an integrated computer communications 
network 1S needed urgently by the ROKM, for efficient 
communications and national defense. 

This thesis has provided the key concepts for designing 
a computer communications network for the ROKM. In the first 
part of this study, the current ROKM communications system 
and its problems and requirements were discussed. Next, the 
basic concepts of data communications and current aspects of 
US DDN were introduced. In the last part of this study, the 
system's goals were fully developed and a proposed ROKM DDN 
model was provided for the construction of an efficient ROKM 
DDN. 
B. RECOMMENDATIONS 

When developed, the ROKM integrated computer communi- 
cations network should be designed to meet the ROKM DDN 
goals which were developed in Chapter V. Moreover, because 
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of its military uses, the ROKM DDN must be designed and 
implemented circumspectly, that is, with careful consider- 
ation of all circumstances and possible consequences. For 
implementation of a successful integrated computer communi- 
cations network for the ROKM, It is strongly recommended 
that the following basic elements be considered during 
development: 

(1) Numerous brands of computers can be used for PSNs, 
TACs, NMCs, gateways, hosts, and terminals. The ROKM 
should use standard computers which offer the best 
performance at the lowest price. 

(2) The ROKM currently uses many communications links. 
The ROKM DDN may continue to use these links, but a 
dedicated data communications channel also is need- 


ed, like the US DDN. 


(3) The ROKM DDN will need many kinds of software for the 


network backbone, gateway computers, and host compu- 
ters to communicate throughout the DDN and provide 
DDN access for users. Standard software should be 


developed or obtained, for compatibility (including 
compatibility with the US DDN). 


(4) Network security and survivability must be a primary 
consideration, throughout ROKM DDN development. 


Because of lack of actual data about the ROKM, this 
paper has just provided the general concepts for building a 
ROKM DDN. In the near future, these concepts should be 
developed further and detailed installation and implemen- 
tation plans should be prepared. 

It is expected that this study can serve as a guideline 
or partial solution for constructing a computer communi- 
cations network that is needed to connect all of the ROK 


Armed Forces. 
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APPENDIX C 


THE OSI LAYERS 


Physical Concerned with transmission of the 
unstructured bit stream over physical 
medium; deals with the mechanical, 
electrical, functional, and procedural 
characteristics related to accessing the 
physical medium. 


Data Link Provides for the reliable transfer of 
information across the physical links; 
sends blocks of data (frames) with the 
necessary synchronization, error control, 
and flow control. 


Network Provides the upper layers with independ- 
ence from the data transmission and 
switching technologies used to connect 
systems; responsible for establishing, 
maintaining and terminating connections. 


Transport Provides reliable, transparent transfer of 
data between end points; provides end-to- 
end error recovery and flow control. 


Session Provides the control structure for communi- 
cation between applications; establishes, 
manages,and terminates connections between 
cooperating applications. 


Presen- Provides independence to the application 
tation processes from differences in data repre- 
sentation (syntax). 


Appli- Provides access to the OSI environment for 
cation users and also provides distributed infor- 
mation services. 
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STATIC ROUTING 
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ADP 
ARPANET 
AUTODIN 
BBN 
bps 
CATV 
CCU 
CRT 
DARPA 
DCA 
DDN 
DISNET 
DOD 
DIE 
ECM 
EGP 
FDM 
FTP 
GGP 
HFEP 
IMP 

IP 
IPLI 


JEST®, 


APPENDIX G 
LIST OF ACRONYMS 
Automated Data Processing 
Advanced Research Projects Agency Network 
Automated Digital Network 
Bolt Beranek and Newman, Incorporated 
bits per second 
Community Antenna Television 
Communications Control Unit 
Cathode Ray Tube 
Defense Advanced Research Projects Agency 
Defense Communications Agency 
Defense Data Network 
Defense Integrated Secure Network 
Department of Defense 
Data Terminal Equipment 
Electronic Countermeasure 
Exterior Gateway Protocol 
Frequency Division Multiplexing 
File Transfer Protocol 
Gateway-Gateway Protocol 
Host Front End Processor 
Interface Message Processor 
Internet Protocol 
Internet Private Line Interface 


International Organization for Standardization 
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IST 


km 


MEN ET 


MINET 


NMC 


NVT 


OSI 


PSN 


ROK 


ROKM 


SACDIN 


Se ENE 


SMTP 


TAC 


Hee 


TDM 


TEP 


TN 


US 


Inter-Switch Trunk 

kilometer 

Military Network 

Movement Information Network 

Network Monitoring Center 

Network Virtual Terminal 

Open Systems Interconnection 

Packet Switching Node 

Republic of Korea 

Republic of Korea Military 

Strategic Air Command Digital Network 
Sensitive Compartmented Information Network 
Simple Mail Transfer Protocol 
Terminal Access Controller 
Transmission Control Protocol 

Time Division Multiplexing 

Terminal Emulation Processor 

Telnet 


United States 
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